
One need look no further than the daily paper or e-newsfeed 
to encounter sensational stories illustrating the detrimental 
effects a privacy breach can create for patients and the health 
care providers who have been charged with safeguarding 
patients’ personal health information. Check out these all-
too-common real life scenarios: 

•	 Hospice group reaches a $50,000 settlement with 
HHS for failing to conduct a risk analysis and 
implement safeguards prior to the theft of an 
unencrypted laptop from an employee’s car. 

•	 More than 10,000 patient records compromised 
after the theft of an unencrypted portable device 
from an Arizona dental office.

•	 Idaho State University’s Pocatello Family Medical 
Clinic reaches a $400,000 resolution agreement 
with HHS for failing to identify security vulnerabili-
ties and establish review procedures that could have 
detected disabled firewall protections that resulted in 
the breach of approximately 17,500 patient records.

In this fast-paced, technology-driven environment we 
live in, privacy violations should be a concern for anyone 
involved in health care. While ensuring the privacy of an 
individual’s health information is a worthy goal as well as 
a moral and ethical duty, achieving such a goal can prove 
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The passage of the 2009 HITECH Act brought 
about significant changes to the previously enacted 
HIPAA regulations. In the midst of these changes 
HHS advised that additional modifications to 
these regulations would be forthcoming. After 
much anticipation, HHS released the HIPAA 
Omnibus Final Rule in January of this year. The 
HIPAA Omnibus Final Rule not only clarifies the 
previous legislation, but significantly expands the 
accountability and enforceability of its provisions. 
This edition of Doctors RX serves as a concise 
overview of the key requirements of the HIPAA 
Omnibus Final Rule and provides a starting point 
for achieving compliance by the September 23, 2013 
implementation date.
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to be a burdensome task. Novelist David Brin summed it 
up well – “When it comes to privacy and accountability, 
people always demand the former for themselves and the 
latter for everyone else.”

The Health Insurance Portability and Accountability 
Act (HIPAA), initially enacted in 1996, has been touted 
as the most significant legislation affecting the health 
care industry since the creation of the Medicare and 
Medicaid programs in 1965. Even though HIPAA has 
been in existence for 17 years, there remains considerable 
confusion concerning its interpretation and application. 
Much of the difficulty in achieving compliance has been 
attributed to the fact that the law is continually evolving. 
Only recently, the enactment of the Health Information 
Technology for Economic and Clinical Health Act of 
the American Recovery and Reinvestment Act of 2009 
(HITECH), brought about numerous changes to several 
key HIPAA provisions. 

On January 17, 2013, the U.S. Department of Health 
and Human Services (HHS) issued its final rule modifica-
tions related to HITECH that focuses on greater account-

ability of covered entities and their business associates for 
ensuring the security of patients’ personal health informa-
tion. This issue of Doctors RX will provide an overview 
of many of the key provisions of the Omnibus Final 
Rule, most of which have a compliance deadline of 
September 23, 2013. 

Notice of Privacy Practices

Those Doctors who were in practice during the 
implementation phase of the initial HIPAA regulations 
will likely recall the near universal sense of confusion and 
frustration associated with incorporating the Notice of 
Privacy Practices (NPP) into routine business proce-
dures. If you’ve reached the point where you finally feel 
like you’ve nailed down the requirements of the form and 
acknowledgement process, get ready – because change is 
on the horizon. 

In a nutshell, the original rule required the NPP to describe 
the uses and disclosures of protected health information 
(PHI) a covered entity is permitted to make, the covered 
entity’s legal duties and privacy practices with respect to 
PHI, and the individual’s rights concerning his or her PHI.
 
The new Omnibus Final Rule requires a covered entity to 
make certain additional statements in the NPP, many of 
which are generally applicable to all covered entities, while 
others are dependent on the type of records maintained 
and/or the kinds of disclosures intended to be made. For-
tunately, most of the changes are not terribly onerous to 
make; the primary difficulty being determining which 
statements are applicable to your particular situation.

The statements required to be added to all health care pro-
vider’s NPP include the following:

•	 The right of the individual to be notified following 
a breach of unsecured PHI.

•	 The new right of patients to restrict certain disclo-
sures of PHI to a health plan where the individual 
pays out of pocket in full for the health care item 
or service.

•	 Other uses and disclosures not otherwise described 
in the NPP will be made only with authorization 
from the individual.

The items below are statements that are required to be in-
cluded in the NPP if they apply to your particular practice:

•	 Those health care providers who create or maintain 
psychotherapy notes (private notes of a mental 

health professional kept separately from the record) 
must include a statement that most disclosures of 
psychotherapy notes require patient authorization. 
The law does not require the health care provider 
to describe how these notes are recorded or stored.

•	 Health care providers who utilize patient informa-
tion for marketing purposes must add a statement 
informing the patient that most uses and disclo-
sures for marketing purposes, including subsidized 
treatment communications, will require the 
individual’s authorization.

•	 Individuals may be contacted for fundraising 
purposes; however, the individual has the right to 
opt out of fundraising communications with each 
solicitation. The specific mechanism of the opt-out 
does not have to be included in the NPP, however 
each fundraising solicitation must provide the 
individual with the right to opt out.

•	 The NPP must include a statement that an individ-
ual’s authorization is required for the sale of PHI. 
Most disclosures of PHI that constitute the sale of 
PHI will require the individual’s authorization.

To lessen the administrative burden on health care provid-
ers, the government has clarified that covered entities that 
are health care providers are only required to distribute and 
obtain signed acknowledgement forms of the modified 
NPP to new patients. The law does not require acknowl-
edgement of or mass distribution to established patients, 
but rather provides that a summary of the changes be con-
spicuously posted in the office and practice web site (if one 
exists) and copies be made available upon request.

Business Associate Direct Liability

Previously, a business that created, received, maintained or 
transmitted PHI as part of a business relationship with a 
covered entity had no direct responsibility to observe ex-
isting privacy laws except to the extent that the business 
may have contracted to do so with the covered entity. With 
the passage of HITECH, businesses, known as business 
associates, became obligated to comply with the adminis-
trative, physical and technical safeguard requirements of 
the HIPAA security rule. Included in the Omnibus Final 
Rule are a number of clarifications and expansions of the 
definition and responsibilities of business associates. 

The Omnibus Final Rule affirms the business associate’s 
responsibility to maintain compliance with many of the 
privacy and security provisions already required by HIPAA, 

and now explicitly provides for direct liability for violations 
by a business associate. This latest interpretation essentially 
imposes the same liability on a business associate as that 
of a covered entity. Although a business associate now has 
direct accountability and liability for violations, HHS has 
plainly stated that this in no way releases the covered entity 
from its own liability for the actions of a business associate. 

To add to the confusion, the Omnibus Final Rule expands 
the definition of a business associate to include patient 
safety organizations, health information organizations, 
e-prescribing gateways, and persons who offer a personal 
health record to an individual on behalf of a covered entity. 
More importantly, the Omnibus Final Rule also designates 
downstream vendors such as subcontractors of a covered 
entity’s business associates as business associates in their 
own right. 

Consequently, business associates also will be required to 
execute a business associate agreement with their subcon-
tractors. Due to the complexity of these relationships, it 
is highly advisable to review all of your existing business 
associate agreements to ensure that your business associ-
ates and their subcontractors have addressed issues such 
as: the implementation of appropriate safeguards; chain of 
reporting potential or suspected violations; and procedures 
for addressing violations.

Rest assured, as business associates, Medical Mutual and 
Professionals Advocate have obtained business associate 
agreements with you as our insureds, as well as with our 
subcontractors who may have access to PHI. Furthermore, 
we will continue to keep you apprised of any legislation 
that may affect these agreements in the future.

Did You Know?

•	 All privacy breaches, no matter how small must 
be reported to HHS on a yearly basis (or sooner 
for large scale incidents). 

•	 The Final Omnibus Rule requires most health 
care providers to update their notice of 
privacy practices.

•	 Health care providers must comply with patient 
requests not to disclose PHI to health insurers for 
health care services paid entirely out of pocket.

•	 Business Associates and subcontractors are now 
directly liable for breaches they cause; however, 
that does not release the health care provider 
from liability for a breach by a business associate 
or subcontractor.

•	 In addition to civil monetary penalties ranging 
from $100 to $1.5 million, criminal sanctions, 
including imprisonment, may be sought for more 
serious violations.

•	 The names of those responsible for causing 
breaches involving over 500 individuals are 
publicly posted on the Health and Human 
Services website. 
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Modifications to the Breach 
Notification Rule

Undoubtedly, the most widely anticipated issue that the 
Omnibus Final Rule was slated to address was the re-
working of the breach notification rule. As many expect-
ed, HHS implemented sweeping changes, not the least 
of which was the establishment of the presumption of 
reportable breach. Prior to the recent amendments, when 
a breach of PHI was suspected, the covered entity could 
perform an analysis of the risk of harm to the affected in-
dividual to determine if a breach was reportable. 

The Omnibus Final Rule effectively eliminates this so-
called “harm threshold,” replacing it with a less subjective 
four-factor test to determine if the PHI has been compro-
mised and if so, the need to report it to HHS. The four 
factors to consider are:

•	 The nature and extent of the PHI involved in the 
incident (e.g., did the disclosure contain sensitive 
information, social security numbers or test results);

•	 The recipient of the PHI (e.g., information 
received by another physician, who has his or her 
own ethical and legal duty to protect the informa-
tion would be less problematic than someone else); 

•	 Whether the PHI was actually acquired or viewed 
(e.g., was the information mailed in an envelope 
that was returned unopened as opposed to opened 
and resealed);

•	 The extent to which the risk has been mitigated 
following unauthorized disclosure (e.g., whether 
assurances of confidentially have been obtained and 
the data immediately destroyed). 

Each of these factors focuses on the probability that the 
data in question has been compromised as opposed 
to what potential harm may be posed to the 
affected individual.

If the outcome of the analysis reveals more than a sig-
nificantly low probability of compromise, then disclosure 
would be reportable to HHS, the affected individuals and 
possibly the media in the event of a wide-scale breach. 

While the headlines that appear in the beginning of this is-
sue of Doctors RX demonstrate catastrophic data breaches, 
don’t be misled to believe that these are the only type of 
inadvertent disclosures HHS is concerned about. In fact, 
the rule specifically states that covered entities and business 
associates “make reasonable efforts to limit [the PHI] to 
the minimum necessary to accomplish the intended pur-
pose of the use, disclosure, or request.” Further, the guid-
ance materials alluded to the potential of a breach determi-
nation in cases where more than the minimum necessary 
PHI to complete a transaction is disclosed – even in the 
context of a permitted disclosure. 

The importance of conducting a risk analysis of your prac-
tice and updating your practice protocols for minimum 
necessary disclosure, document management, and breach 
analysis/response cannot be overstated, as some forms of 
breaches are almost inevitable. 

Access to Electronic Medical Records

While it is important to recognize that HHS does not re-
quire a covered entity to purchase or utilize an electronic   
health record (EHR) system, it does, however, impose 
certain requirements for those that do. A covered entity 
that uses or maintains PHI in an EHR is now explicitly 
required to provide records in electronic format for those 
individuals who request it.

Whether providing the information via web-based portal, 
e-mail, or portable electronic media, covered entities must 
ensure reasonable safeguards are in place to protect the 
information. A few examples of this include: encrypting 
laptops and flash drives that house PHI; employing access 
and audit controls, such as ensuring restrictions on access 
to workstations; having unique user names and passwords; 
and scheduling periodic review of activity on electronic 
systems that contain PHI. 

Regardless of whether paper or electronic format is used, 
health care providers may continue to charge a reasonable 
cost-based fee when providing access to medical records. 
Furthermore, the labor costs may include the actual cost 
of skilled technical staff time spent to create and copy an 
electronic file, such as compiling, extracting, scanning and 
burning the PHI to electronic media. The Omnibus Final 
Rule also provides for the cost of supplies for creating the 
paper copy or electronic media (CD, flash drive, etc.).

Patient Control Over Uses
and Disclosures

The privacy rule previously required a covered entity to 
permit individuals to request restricted uses or disclosures 
of PHI under certain circumstances; however, a covered 
entity was not required to agree to the restriction. Under 
the Omnibus Final Rule, a covered entity must comply 
with a patient’s request for a restriction on disclosure of 
PHI to a health plan for purposes of treatment, payment 
or operations for a service or health care item for which 
the provider was paid entirely out of pocket. While on the 
surface this may not seem to be a difficult allowance to 
make for patients, in practice it may prove to be one of 
the most technically problematic provisions to maintain 
compliance with. 

One of the most challenging aspects of this requirement 
is the management of the information in re-disclosures. 
One example of this is providing follow-up treatment that 
is not paid for entirely out of pocket. HHS has stated that 
additional guidance on this issue will be made available 
although they have not specified precisely when this will 
occur. The advice provided in the guidance materials was 
primarily limited to encouragement for Doctors to main-

tain an open dialogue with patients so they have a bet-
ter understanding of what disclosures may be required to 
process claims related to their care or follow up so that the 
patients can make decisions accordingly. 

Interestingly, in the commentary of the Omnibus Final 
Rule, it was stated that health care providers will not be 
required to notify downstream providers (referrals, phar-
macies, laboratories, etc.) of the fact that an individual has 
requested a restriction to a health plan.

Marketing and Sale of PHI

The Omnibus Final Rule “requires authorization for all 
treatment and health care operations communications 
where the covered entity receives financial remuneration 
for making the communications from a third party whose 
service is being marketed.” The law does not distinguish 
between communications for treatment and those for 
health care operations purposes, but rather requires au-
thorization for all subsidized communications that mar-
ket a health related product. The Omnibus Final Rule 
further explains that authorization is also required for 
communications with a patient by a business associate or 
subcontractor who receives financial remuneration from a 
third party in exchange for marketing a health care product 
or service. 

Financial remuneration includes both direct and indi-
rect payment, but does not include non-financial benefits 
such as in-kind benefits provided to the covered entity or 
business associate for marketing the product or service. 
Notably, only payments made in exchange for the mar-
keting communication require authorization. If payments 
are received by the covered entity for purposes other than 
encouraging the purchase or use of the product or service 
being marketed, than this marketing provision does not 
apply. An example of this would be if a third party provides 
payment to a covered entity to implement a program, such 
as a disease management program, the covered entity could 
make unauthorized communications to the patient about 
participation in the program. Another exception to the rule 
is subsidized face-to-face communications, although it is 
important to recognize that face-to-face communication 
does not include telephone or e-mail communications. Ad-
ditionally, subsidized communications concerning drugs 
or biologics currently being prescribed to an individual 
and refill reminders may be made without authorization.
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sessment by HHS of several factors – including the severity 
of the offense, whether the offense was known, the num-
ber of similar violations, and any attempts to correct the 
circumstances that caused the violation. 

The dollar amount of these fines can range from $100 to 
$50,000 per violation up to a maximum of $1.5 million 
per calendar year for repeated violations. To further clarify, 
the fines may exceed the amounts listed above if different 
provisions of the law are violated within the same year. 
Additionally, in more egregious cases, the Department of 
Justice is empowered to impose criminal sanctions of up to 
ten years’ imprisonment. The Secretary of HHS has broad 
discretion to waive all or part of any fine levied; however, 
in cases of willful neglect, penalties will be imposed. 

In Conclusion

On March 26, 2013, the Omnibus Final Rule became 
law; however covered entities and business associates have 
180 days beyond this date to fully comply with its provi-
sions. As with any new law of this magnitude, it may seem 
overwhelming at first blush. This issue of Doctors RX was 
designed to promote awareness of the expansive nature of 
these changes and to encourage questions, as HHS ad-
vised that it will continue to provide guidance on how the 
Omnibus Final Rule is to be carried out in practice. 
While it is not possible to address every detail of the new 
legislation in one short publication, we hope this overview 
provides an easily negotiated first step in your journey 
toward compliance.

Additional Resources

Guidance on Information Security

www.hhs.gov/ocr/privacy/hipaa/administrative/ 
securityrule

www.nist.gov/healthcare/security/hipaasecurity.cfm

www.nist.gov

Website for Breach Notification

www.hhs.gov/ocr/privacy/hipaa/administrative/ 
breachnotificationrule/brinstruction.html

www.hhs.gov/ocr/privacy/hipaa/administrative/ 
breachnotificationrule/breachtool.html

The Final Rule: Modifications to HIPAA under HITECH

http://federalregister.gov/a/2013-01073
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Decedents and Student Disclosures

While many of the provisions clarified in the Omnibus 
Final Rule require more work on the part of health care 
providers, there are some that serve to streamline the trans-
fer of information. Two examples of these efficiencies are 
the amendments pertaining to the disclosures of decedents’ 

PHI and release of students’ immunization records. 
Under the Omnibus Final Rule a covered entity may 
disclose health information to family members and other 
individuals who were involved in the deceased patient’s 
care or the payment of that care, as long as the patient did 
not expressly disapprove of such disclosure during his or 
her life. 

With respect to student disclosures, the Omnibus Final 
Rule eliminates the need for a formal written authoriza-
tion form to release proof of immunization to a school for 
purposes of admission as long as there is a documented 
oral agreement between the covered entity and the parent 
or legal guardian of the student for the release.

A Brief Word on Penalties

A full evaluation of the impact of these amendments on 
Doctors as covered entities cannot be made without an 
understanding of the penalties for violations. To put it 
simply, the new enforcement provisions strongly reinforce 
the government’s commitment to ensuring that the law is 
taken seriously. As such, four distinct categories of viola-
tions with increasing levels of culpability and fines have 
been established. Fines and penalties are based on the as-

Compliance Tips

If you haven’t done so already, consider the following: 

•	 Evaluate your practice to determine which statements are required to be included in your NPP and 
amend the document for distribution. 

•	 Update your business associate agreements taking into careful consideration whether or not the 
business associate is an agent and what safeguards the business associate has in place, including 
agreements with subcontractors.

•	 Perform a formal risk analysis of your practice describing known and potential security weaknesses 
and implement policies and procedures to prevent, detect, contain, and correct security violations. 
www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidance.html

•	 Develop a breach response plan.

•	 Review your policies and procedures regarding minimum necessary disclosures and protocols for the 
release of information within and outside of the organization.

•	 Determine if you conduct marketing, sale of PHI or research for which special authorization 
is required.
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Compliance Audit Program Coming Soon!
As its pilot compliance audit program concludes, HHS is examining the data to develop a more efficient process, 
enabling them to increase the number of organizations reviewed. The results of the pilot program served to identify 
specific gaps in compliance that are responsible for the most breaches. The agency’s preliminary review revealed that 
roughly two-thirds of pilot participants did not complete an adequate risk analysis. Consequently, it is likely that 
the permanent audit program will address whether an organization has conducted a truly meaningful risk analysis of 
their practice – one that thoroughly addresses high risk areas, is updated regularly as circumstances arise and justifies 
the rationale for the decisions made by the organization. Similarly, future audits will continue to focus on policies 
and procedures with emphasis on the manner in which these policies are actually implemented in practice. Having a 
policy in place is only the starting point as the agency will be looking to see if the organization is doing what it says 
it is doing. The permanent compliance audit program is anticipated to begin in October 2013.


